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Cyber criminals also use tactics to draw attention away from what they are doing and where they have succeeded, while these cyberattacks 
impact business decisions, mergers/acquisitions and competitive positions.4

“To limit the risks of insider sabotage and user errors, companies must establish strong policies and protocols and restrict the ways 
employees use equipment and infrastructure or privileges inside the company network,” Bitdefender’s Bogdan Botezatu, Senior e-Threat 
Specialist recommends. “The IT department must create policies for proper usage of the equipment, and ensure they are implemented.”

Information security teams and infrastructure must adapt to support emerging digital business requirements, and simultaneously deal 
with the increasingly advanced threat environment, Gartner recommends. As a result, security and risk leaders need to fully engage with the 

enable digital business opportunities and manage risk.5

mainstream. By the end of 2015, only 15 percent of enterprises have adopted it so far, although the demand for hybrid cloud is estimated to 
be growing at a compound rate of 27% a year, outpacing overall IT market growth, according to researcher MarketsandMarkets. The 

6

As a result, the hybrid infrastructure has become the major common architecture in the enterprise environment, with the hypervisor now 

the same paradigm shift. Traditional network-level security may run as a virtual appliance, but still essentially performs inspection of 

for performance, but are still constrained by technical limitations of running within the endpoint operating system. 

“As applications became mission-critical, and desktop servers moved into formal data centers, the number of physical servers in a data 

Antimalware and Antispam Labs, Viorel Canja. Today, data centers are moving from isolated systems to interconnected pools of virtualized 
resources shared between multiple locations. Once an aspiration, the prospect of a fully virtualized data center is becoming a reality. Yet, 

paradigm.” 

Until now, the very concept of endpoint security was constrained to security agents running within a host OS on endpoints – the Windows 

have been taking advantage of this.

Bitdefender has solved the technical challenges of creating a solution to the root problem, giving datacenter owners unprecedented 
insight, and allowing them to act on information from below the operating system. It is the only security company that provides security 
at the ring-1 level. 

“Hypervisor introspection is a giant leap towards revolutionizing security as we know it, says Bitdefender’s Viorel Canja adds. Virtualization 
technology continues to evolve, with increased levels of automation and comprehensive frameworks for managing the virtualized 

4 “Creating trust in the digital world”, EY’s Global Information Security Survey, 2015, http://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2015/$FILE/ey-global-information-security-survey-2015.pdf

6 SPECIAL REPORT: CIOs Say Hybrid Cloud Takes Off, WSJ, http://blogs.wsj.com/cio/2015/10/20/special-report-cios-say-hybrid-cloud-takes-off/

Every day we see #endpointfail
And we built something better

February 15, 2017 | by Kara Wilson | Technology, Executive Perspective 
Last quarter we responded to more security breaches than in any prior quarter in our 
history. And our Mandiant services team doesn’t respond to intrusions at Kara’s Cup-
cake Emporium – these are A1 enterprise organizations that all have up to date �re-
walls and in many cases have deployed traditional and “next gen” endpoint products 
that claim to detect and stop the most sophisticated attacks. But they didn’t – other-
wise we wouldn’t have been called in. For every airport ad they’ve bought, we’ve 
responded to a breach that bypassed detection by a “next gen” endpoint solution or 
was hidden in a glut of false positives. 

At FireEye, our security innovation begins at the breach. Because we own that 
moment, we get to witness �rsthand how attackers evade other security safeguards – 
including “next gen” endpoint – and this allows us to innovate at the speed of attack-
ers. 

____________________________________

A Smarter Endpoint 
Our Endpoint Security platform started as the tool of choice for the best IR team in 
the world to investigate breaches. Over the years, our product evolved to include the 
high-�delity detection of FireEye, investigation and search capabilities at massive 
scale – making us the leader in endpoint detection and response (EDR). 
But customers need a modern endpoint solution that addresses the question “now 
what?” 

That’s why today we’re introducing a host of new features at no-cost to our custom-
ers, creating a comprehensive endpoint security solution that builds on our leader-
ship in EDR. Speci�cally, we are adding behavior-based prevention, OSX support, and 
commodity malware protection. Our solution will include two major engines – 
Exploit Guard and an OEM partnership – to answer the “now what?” and protect our 
customers from all threats, from commodity malware to targeted attacks. 
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We’re introducing one comprehensive endpoint security solution that incorporates 
the latest techniques to protect the endpoint: advanced behavior-based prevention, 
machine learning, MVX-based dynamic analysis, streaming prevention, and now 
comprehensive threat protection. 

“Exploit Guard” – one of our new behavior based engines – detects and prevents 
adversary activity on the endpoint. We’re also announcing a new OEM partnership 
with another leading security vendor – Bitdefender – to integrate their anti-malware 
engine, enabling us to detect and prevent known and unknown threats, not just the 
threats that AV misses. Bitdefender have consistently been among the leaders in 
independent, global anti-malware protection tests, and we couldn’t be more excited 
to o�er their capabilities at no additional costs to our customers. These capabilities 
will be available to customers at no additional charge; all integrated into a single 
agent within the existing single pane of glass. 

As our customers know, a single engine or technique is not enough; attackers contin-
ually innovate and bypass existing techniques. That’s why responding to attacks 
enables us to see where other products fail, and we operationalize this by always 
innovating and using the latest techniques to protect our clients.


